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1 Abbreviations

ACK
AM
ARQ
ASK
AWGN
BER
BPSK
BS
CCH
CEPT
CRC
CSMA/CA
CSS
CSS
DQPSK
DSRC
DSSS
ECMA
EDR
EIRP
EM
ERP
FDD
FEC
FHSS
FM
GFSK
GTS
HARQ
HCS
HEC
HS
12V

acknowledgement
Amplitude Modulation

automatic repeat request

amplitude-shift keying

all-white Gaussian noise

bit error rate

binary phase shift keying

Base Stations

control channel

European Conference of Postal and Telecomatimric
cyclic redundancy check

carrier sense multiple access with caraesidance
Chirp Spread Spectrum

chirp-spread spectrum

differential quadrature phase-shift keying
dedicated Short Range Communications
direct sequence spread spectrum
European Computer Manufacturer's Association
enhanced data rate

equivalent isotropically radiated power
Electro Magnetic

effective radiated power

Frequency Division Duplex

forward error correction

frequency hopping spread spectrum
Frequency Modulation

Gaussian frequency-shift keying
guaranteed time slot

Hybrid automatic repeat request

header check sequence

header error check

high speed

infrastructure-To-Vehicle
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ISM
ITS
L2CAP
LLC
MAC
MB-OFDM
MBWA
MIMO
MSS
NFC
NLOS
NRZ
OFDM
O-QPSK
PAN
PER
PHY
PIN
PM
PMP
PSDU
PSK
QAM
QoS
QPSK
RFID
RSSI
SIG
SNR
TCM
TDD
UwB
V2V
WLAN
WPAN

industrial, scientific and medical (band)
intelligent transport system
logical link control and adaptation protocol
Logical Link Control
medium access (layer)
multiband orthogonal frequency division rmplexing
Mobile Broadband Wireless Access
multiple in, multiple out
Mobile Subscriber Stations
Near Field Communication
Non-line-of sight operation
Never Return to Zero
orthogonal frequency division multiplexing
offset quadrature phase-shift keying
personal area network
packet error rate
physical (layer)
personal identification number
Phase Modulation
Point-to-Multipoint
physical layer service data unit
phase-shift keying
quadrature amplitude modulation
quality of service
Quadrature Phase Shift Keying
Radio Frequency Identification
received signal strength indication
special interest group
signal-to-noise ratio
trellis code modulation
time-division duplex
ultra-wide band
vehicle-to-vehicle
Wireless Local Area Network

wireless personal area network
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16QAM (4x4 Amplitude, Phase) Quadrature AmplitudedJlation
64QAM (8x8 Amplitude, Phase) Quadrature Amplitudeddlation
8PSK Eight Phase Shift Keying
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2 Introduction

Currently there are no wireless standards for a&iggrcontrol bus in working machines. All
the same security and reliability aspects applyvi@less solutions as to wired solutions.
Additionally bit error probability is higher, a valess bus is easier to hack from the outside
by an intruder, and other radio sources whichagithe same frequency band interfere with
it. In worst case, the connection can even totaylost for while, which is unlikely to
happen with wired solutions. In that case it wowdjuire physical damage in the data
transfer medium to cause it. Reliability issueshwwireless technologies have to be

thoroughly considered.

This report is a preliminary review of potentiaflyitable wireless standards. Three use cases
are described. The first one is for reliable, loelag wireless link between cabin and
harvester head, or similar in working machine. Tekability of the wireless technology
should be comparable to present wired control buigiens. The second is for a longer range
data transmission link between working machinesvass strict reliability requirements.
The third is the power and data link in a ball-eodtroller.
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3 Risk analysis

3.1 Types of risks

A wireless system is characterised by being phijgidésconnected and depending on radio
communication between different parts of the systienTable 1, the basic threats and their
consequences in wireless systems are presentedhfl]possible candidate standards for
reliable control bus are compared against thesathin chapter 3.5.

Table 1Basic threats and consequences in wireless system

Basic threats Consequences

The transmission fades because the distarnsignal level is low. Bit error rate increases,
between transmitter and receiver increase®ata is corrupted or lost.

The signal fades because of obstacles. | Signal level is low. Bit error rate increases,
Data is corrupted or lost.

Transmission signal fades because of Signal level is low. Bit error rate increases.

environment conditions Data is corrupted or lost.
Transmission signals are reflected from | Signal level is low. Bit error rate increases,
surfaces resulting in echoes and Data is corrupted or lost. Inserted new

interference, or signal appears because gf messages.
reflections from long distances.

Two or more signals interfere with each | Bit error rate is high and therefore an
other and cause proper signal for another acceptable transient signal can be initiated.
receiver.

Receiver is too sensitive. Signal is generated out from noise. Short
message can appear. A Receiver is easy tp
desensitize.Link budget is more important.
Poor capability of a relaying station. The signal can be delayed e.g. due to heayy
traffic or extra signal processing in relaying
stations.

The nodes understand the network state pIConsistency and stability problems especially
configuration differently at the same time.| when nodes are moving. Radio B can heat
radios C and A, but radio A cannot hear radio
C. This may cause confusion.

Nearby wireless network is using similar | One node is substituted intentionally or
communication protocol. unintentionally with another node.
Security; intentional penetration to wirelesdNew messages may be inserted.
network.
Systematic failure, characteristics of Almost any of the above mentioned
wireless communication is not considered.consequences may result.

Sleeping nodes in low power networks. | There is no communication through a
Some nodes can be ordered to sleep to | sleeping node until the node awakes.
lower power consumption i.e. longer battery

life.

Message correctness is considered as very impdrantth respect to safety. It includes
integrity, authenticity, timelines and sequenciig.
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3.2 Transmission failures

Basic threats in wireless system can be realizadaasmission failures. The failures can be
divided in seven sections [1]. They are presentedable 2. The failures.can be fought by
correct selection of wireless system and proteathechanisms e.g. utilizing security and

encryption, error correction, and redundant trassian path.

Table 2Transmission failures with explanations

Repetition Same message is sent repeatedly
Deletion Message cannot be received or is corrupted
Insertion Message is received unintentionally, maybe intégoréo have

correct address

Incorrect sequence Messages are received in irntander

Message corruption | Message is changed in the tiasism path

Delay Data is received too late because of intenfee or overloaded media

Erroneous addressing/lessage is not what it pretends to be becausessbuating or
message is malicious
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3.3 Requirements for reliable wireless control bus

A reliable wireless communication link is capabfaletecting errors in received packets and

request retransmission until the errors are remoiredeal-time control systems there is

requirement for low delay. Interference may haweagimpact on it. Delay must stay within

low predetermined bounds. Because wireless linkase easily accessible security issues

have to be carefully scrutinized.

Relevant issues that could be conducted from stdada

modulation

bandwidth (transmission rate)

frequencies (frequency band, global use)

interference (harmonics/adjacent channels), jammantycoexistence
receiver sensitivity, transmitter power level awdtrol, SNR
redundancy, MIMO, retransmission

channel coding, error correction

real-time demand, delays

security, safety against hacking

expandability (number of nodes, bandwidth suffic@n

Chip and design dependent:

temperature area

power feed and backup

battery life (temperature, recharge/change intep@lver consumption)
availability

Prize comparable to current wired solution
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3.4 Candidates for wireless control

3.4.1 WLAN IEEE 802.11p

This is an excerpt of the document “Risk Analysg®2.11p” by H. Viittala[2]

Vehicular safety communication requires real-tim@mmunication with high reliability

imposing a set of new requirements on wireless comication systems. To meet real-time
requirement, channel access should be timely aedigiable. [3] High-speed vehicles on a
complex road environment present challenges gbhlgsical (PHY) layer level. Distances up

to 1000 m are supported.

The dedicated short range communications (DSRC3tepe of 75 MHz at 5.9 GHz has
been allocated to be used exclusively for V2V amdrastructure-to-vehicle (12V)

communications by the Federal Communication Comomnss the USA. The DRSC band is
free but licensed spectrum. The DSRC spectrunividetl in seven 10 MHz wide channels.
The channel number 178 is control channel (CCH) ands reserved for safety
communications only. Channels 172 and 184 are dedifpr public safety applications. The

channel use is summarized in Table 3. [4] [5]

Table 3. Channel use in the DSRC spectrum in the USA

Channel | Freq. Range | Max. EIRP! | Channe Use

No. [MHZ] [dBm]
170 5850-5855 - Reserved
172 5855-5865 33 Service Channel
174 5865-5875 33 Service Channel
175 5865-5885 23 Service Channel
176 5875-5885 33 Service Channel
178 5885-5895 33/44.8 Control Channel
180 5895-5905 23 Service Channel
181 5895-5915 23 Service Channel
182 5905-5915 23 Service Channel
184 5915-5925 33/40 Service Channel

1EIRP = Effective Isotropic Radiated Power
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The frequency spectrum within the band of 5.875.925 GHz has been designated for
intelligent transport systems (ITS) by European f€mnce of Postal and
Telecommunication (CEPT) in Europe. The maximumHERr an ITS station is limited to
23 dBm/MHz. The frequency sub-band 5.875 — 5.90% GHs been allocated for a non-
exclusive basis for ITS road safety applicatio®$.TThe DSRC channel use in the USA and
Europe are presented in Figure 1.

Critical Safety Control High Power
of Life Channel Public Safety
Ch172 Ch174 Ch176 Ch178 Ch180 Ch182 Ch184
USA [ [ l [ [ [
5850 MHz 5925 MHz
Service Channels Service Channels
Europe I [ |
5875 MHz 5905 MHz 5925 MHz

Non-exclusive use

Figure 1Spectrum allocation in the USA and Europe.

The OFDM PHY of the IEEE 802.11 standard providesmunications with data rates of 6,
9, 12, 18, 24, 36, 48 and 54 Mbps having the 20 MHKannel spacing in the 5 GHz ISM
band. The support of data rates of 6, 12 and 24sNbp mandatory. 802.11 OFDM PHY
parameters are described in the Table 4.
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Mode | Data Rate | Data Rate | Modulat | Convolu | Minimum | Adjacent | Alternate
[Mbps]| [Mbps] ion tional Receiver Chann€ Chann€
(CZt?M'llZ (Cl'?M'lIZ Coding | Sensitivit | Reection | Rgection

ann ann

Spacing) Spacing) Rate Yy [dBm] [dB] [dB]

1 6 3 BPSK 1/2 -82 16 32
2 9 45 BPSK 3/4 -81 15 31
3 12 6 QPSK 1/2 -79 13 29
4 18 9 QPSK 3/4 -77 11 27
5 24 12 16-QAM 1/2 -74 8 24
6 36 18 16-QAM 3/4 -70 4 20
7 48 24 64-QAM 2/3 -66 0 16
8 54 27 64-QAM 3/4 -65 -1 15

= Mandatory

Summary of 802.11p

The DSRC spectrum band at 5.9 GHz is reservedTiSrdpplications worldwide, e.g., the
spectrum within 5.875 — 5.925 GHz and 5.850 — 5.%#%z in Europe and the USA,
respectively. The IEEE 802.11 task group p defiRebr and MAC enhancements to the
802.11standard required to support ITS applicatidhe enhancement 802.11p will be based
on the ASTM E 2213-03 document. Since 802.11 OFCHY Bs already operating near to
the DRSC frequency band, it was justified to cho0$®M PHY as baseline. The 802.11p
PHY applies the 10 MHz channel spacing and moriaggnt receiver requirements than
original 802.11. The MAC layer is modified by minzimg the size of the needed overheads

to accelerate the establishment time for commuinicat
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Applicability of 802.11p for communications betweanorking machines depends strongly
on nature of data and requirements for QoS. 80®4dd originally designed for multimedia
purposes where packet sizes are large, PER isdier @f 1% and delay may be large and
vary, whereas real-time applications require gsiitert packets, very short and constant delay
and error-free transmission. In 802.11, EDCA anddAQnodes were introduced for QoS
networks. Nowadays, only EDCA mode is implementechipsets. EDCA is contention-
based channel access method and may not fulfihgant real-time requirements. Even
though MAC improvements of 802.11p the contentiasdal channel access may still be
insufficient in terms of real-time communications.

802.11 has very strong power behind the scenesta@Wi-Fi Alliance. Since 802.11 is
widely adapted across the world and it is expethtad an almost one billion chipsets are
shipped in 2011 alone [7], continuous developmé&@02.11 will be ensured. Still, there are
not many or any chipsets of 802.11p available asgmt. Strengths and Weaknesses etc. of
the standard 802.11p are described in the Table 5.

Table 5SWOT analysis of 802.11p

Helpful

Strengths Weaknesses
:§1 e Licensed spectrum * Modified MAC good enough
% * Robust PHY for real-time applications?
‘§ e Strong security (WPA2) e QoS requirements of

application

Opportunities Threats
:§1 * Strong Wi-Fi Alliance * When 802.11p chipsets
% e Global spectrum for ITS available?
§ e Widely adapted 802.11
i

standards
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3.4.2 Bluetooth IEEE 802.15.1-2005

This standard is compatible with Bluetooth speatiien 1.2. Bluetooth is a low power low
cost technology. In a typical topology a master ane slave device is connected. If there are
several slave devices they form a Pico-net. Slawécds can associate with multiple masters

too thus forming a Scatter-net. Master is in charfgg/nchronization.

GFSK is used for reducing spectral width per chaifin@ channels, 1 MHz each). At the
same time FHSS carriers are used for frequencyihg@®00 times per second making it to
utilize larger band. As a consequence of its adagtequency hopping it spends less time in
crowded channels and suffers less from interfereRcequency hopping transceiver also
helps combat fading. Data is positioned in timessénd for full duplex transmissions time-

division duplex (TDD) scheme is used. [8]

The 2400 — 2483.5 MHz licence free global Indukt&zientific and Medical (ISM) band is
used. Maximum data rate in theory is 1 Mbps. Bla#tdl..2 is ratified as standard 802.15.1.
For higher data rates Bluetooth Special Interestu@r(SIG) has specification 2.1 and
enhanced data rate (EDR) for 2 Mbps and 3 Mbpsstngssions. Two PSK modulation
variants are usedy/4-DQPSK and 8DPSK. [9] Specification 2.1 is backdvaompatible.
Specification 3.0 and high speed (HS) main featuedternate MAC/PHY, a 802.11 protocol
adaptation layer. The specification has been pluddisn April 2009.

Four physical channels are defined which of two ased for communication between
connected devices (basic and adapted Pico-net ehar®ne channel is for discovering
devices and one for connecting them. Both traneméhd receiver need to be tuned to the
same RF at the same time i.e. they must be syniceario timing, frequency, and also
access code, of a physical channel. [8]

The interference performance on co-channel andcedial MHz and 2 MHz shall be
measured with the wanted signal 10 dB over refereemnsitivity level. For all the other RF
channels wanted signal shall be 3 dB over the eatar sensitivity level. The actual raw bit
error rate (BER) ok 0,1 % is presumed. Receiver sensitivity shall ew or equal to -70

dBm. Interference performance is listed in Tablg8p.

Table 6Signal-to-interference ratios of IEEE std 802.15.1
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Frequency of interference Ratio
Co-channel interference, Gllchannel 11dB
Adjacent (1 MHz) interference, Gy, 0dB
Adjacent (2 MHz) interference, Gy, -30dB
Adjacent £3 MHz) interference, CHswn; -40dB
Image frequency interferen&é, C/I Image -9dB
Adjacent (1 MHz) interference to in-band image trexcy, C/limage+1MHz -20dB

Co-channel interference 11 dB describes the ratoden received modulated carrier power
and average received co-channel interference posde BER is within limits. Adjacent
channel interference can have the same power #waived signal without increasing BER,

and for further channels the ratio is very low.

Maximum range is about 100 m with highest powes<la

Maximum transmit power for the 2000 — 2483.5 MHxndbas 100 mW EIRP generally in
Europe. For FHSS the maximum spectrum power deissliyited to -0 dBW / 100 kHz and
for DSSS the maximum spectrum power density istéchto -20 dBW / MHz. [10]

Power class 1 devices reaching 20 dBm (100 mW) singlement power control. Power
control at the level of 4 dBm or lower is option&levices check their received signal
strength indication (RSSI) and report to peer & gower is above or below desired range.
Power class 2 and 3 are limited to 4 dBm (2,5 mwd) @dBm (1 mW), respectively. [8]

Forward error correction (FEC), header error ch@dEC) and automatic repeat request
(ARQ) among other things are provided for betteprecontrol. The reliability gained by
ARQ is only dependable of the HEC and cyclic redumay check (CRC) codes to detect
errors. In the longer packet types the probabditan undetected error is too high to support
typical applications especially those with a laageount of data being transferred. [8]

Error correction of 1/3 and 2/3 rate FEC are defirj8]. It describes the amount of

information that is not redundant.

Connection-oriented Logical link control and adapta protocol (L2ZCAP) channels may be

created for transport of unicast (point-to-poingtad between two devices. L2CAP in
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Bluetooth stack provides an additional level ofoercontrol that is designed to detect the
occasional undetected errors in the baseband lotow request retransmission of the
affected data. This provides the level of reliabiliequired by typical IEEE 802.15.1-2005
applications. For L2CAP channels, the residual rerf@vel is comparable to other
communication systems, although for logical linke tresidual error level is somewhat
higher. [8]

Security with 128-bit authentication key and up 1t®8-bit encryption key is provided.
Bluetooth is designed for wireless connectivity hwitxed, portable, and moving devices
within or entering personal operating space. Besaofs that design principle identical
personal identification numbers (PIN) are used fioding out other devices address and
pairing them. After users have entered correct &des both devices will generate a link
key which can be stored and used to skip futurbemtication process. For more reliability
communication devices should be already autheeticand prevent outside devices to
discover them. However, even by using encryptian dddress is sent unencrypted. If the
pseudorandom frequency hopping sequence is analy@®dtiransmission by third party the
addresses can be solved. Another way would beytout all addresses until device of that
specific address replies to the request. Devicemsca basic L2ZCAP connection request
without acceptance of the user. [11]

Finding out frequency hopping sequence gives miiigent way to jam the transmissions
by external interference signal. Finding out dewadelress gives chance to flood the device

with requests.

Up to 7 slaves can be in one Pico-net. All the cievifollow the same frequency hopping and
timing rules defined by the master. If device igtipgpating in more than one Pico-net

(Scatter-net) it still can send and receive datn@ Pico-net at the time. [1]

Off-the-shelf manufacturer packages have nomingpluvoltages around 3 V and transmit
currents quite typically somewhere around 50 tarBQ Receive currents are similar. °@0

can be reached.
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Summary of 802.15.1

Bluetooth is widely adopted and cheap technologgraing at the 2.4 GHz ISM band. Main

use is connecting one or several devices over shstances. Frequency hopping rejects
interference. However Bluetooth might not fulfietlsecurity and reliability requirements set
for reliable control bus. SWOT analysis of the Bbeh technology is depicted below in the
Table 7.

Table 7SWOT analysis of Bluetooth

Helpful

Strengths Weaknesses
S
S
'8 e Adaptive frequency hopping e Decreased data rates
= for better coexistence with with FEC, reliability in
§ static 2.4 GHz channels, full low delay use
§ duplex transmission

Opportunities Threats
S
D . . .
' Possible to use higher data e Security features
3 rates with EDR (non-IEEE
§ standard)
L
[n]

3.4.3 Low rate WPAN IEEE 802.15.4-2006

802.15.4 is designed for ultra low power low daiti® Isensor networks. It is generally called

Zigbee which can be misleading since Zigbee agtuafers to higher layer protocol stack.

Offset quadrature phase-shift keying (O-QPSK) mdus static 5 MHz channel with direct-
sequence spread spectrum (DSSS) at 2.4 GHz bar8S sSused to spread signal over
larger bandwidth than the modulated informatiomalg That gives better signal-to-noise
ratio increasing resistance to interference andnjamg. Maximum of 250 kbps can be
reached with the 2.4 GHz main band and there amvaable channels. Another frequency
band is 868 MHz (one channel) e.g. in Europe arkiMiHz (ten channels) in e.g. in North
America. Modulation used is BPSK with 20 kbps (ur&pe, otherwise 40 kbps). Two other
optional modulations are specified for these freqyebands, amplitude shift keying (ASK)
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with maximum data rate of 250 kbps. O-QPSK has mari data rate of 100 kbps in Europe
and 250 kbps in North America. [12]

Maximum transmit power at 868.0 — 868.6 MHz banlimited to 25 mW ERP (or effective
radiated power, a sum of transmitter power andrarategain subtracted by attenuation of
transmission line) [13]. 2.4 GHz band’s maximumsmit power is limited to 100 mW.
Devices at the 2.4 GHz band are expected to opasitlietransmit powers between -3 dBm
to 10 dBm, 0 dBm being typical. 868 MHz devices assumed to transmit at a power
between -3 dBm and +10 dBm. These typical valueddw cost systems are caused by
European regulations of out of band emissions. lkigher transmit powers additional
expensive filtering would be needed. [12]

Receiver sensitivity at 2.4 GHz band is -85 dBnbetter. By the standard’s definition that

specific receiver sensitivity yields packet errater (PER) < 1 % with physical layer service
data unit (PSDU) size of 20 octets. Receiver jangnfimits are 0 dB at the adjacent channel
and 30 dB at the alternate channels. [12]

All devices are able to scan specified list of efels. A PAN coordinator can scan channels
for energy above threshold, carrier, and carrieiseewith energy above threshold. Carrier
sense includes detection of same modulation angladprg characteristics. Scan in each
channel is to help select a free channel priortdating a new PAN. [12] Adaptive channel

hopping similar to 802.15.1 is not provided.

Transmissions are contention based but PAN coaatican allocate time slots for devices
with time critical data.

Carrier sense multiple access with collision avoaa (CSMA/CA) is used for physical
medium access. Network coordinator can also detfeeformat of a super-frame. It is
bounded by beacons sent by coordinator. Part adrdu@me can be used for contention-free
period for low-latency applications. Those porti@me called guaranteed time slots (GTSSs).
[12] Acknowledgement requests and retransmissiansbe used with reliable link. Number
of retries and acknowledgement wait times can hg k2] Bit errors are checked with CRC

from every frame.

128 bit security is utilized. Data confidentialityata authenticity and replay protection are

provided by the MAC sublayer security services [12]
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Large number of devices can be set in a networlpicBjly in IEEE 802.15.4 sensor
networks individual devices send little amount afadand not very often. The demand for
bandwidth then is low. Even if point-to-point comnmzation with the requirement for low

latency is kept, the data rate is quite limited.

Nominal current is around 30 mA. Receive curremésat the same level or lower. Supply

voltages under 2 V are possible. “@Mperating temperature can be reached.

Summary of 802.15.4

As designed for sensor networks, 802.15.4 has k& chte and very low power. Contention
free transmission is possible by using super-fraamesbeacons to give guaranteed time-slots
for devices in the network. 2.4 GHz globally and@®35 MHz depending on the region are
available. Main modulation is O-QPSK with DSSS amiional modulations can be used.
Still, data rate is limited to 250 kbps at maximuwhich is quite low. Strengths and
Weaknesses etc. of the standard 802.15.4 are bkedén the Table 8.

Table 8SWOT analysis of 802.15.4

Helpful

Strengths Weaknesses
£
=)
'8 e Cheap and low powered, DSSS * |nadequate low-latency
= for increasing SNR against reliability with sustainable
§ carrier wave interference, data rate
£ global 2.4 GHz ISM frequency,

multiple manufacturers

Opportunities Threats
£
D . .
S B Optional frequency band e Potentially crowded band
3 2.4 GHz
£
:
[

3.4.4 Low rate WPAN IEEE 802.15.4a-2007

802.15.4a-2007 amendment adds two additional palysayers, Chirp Spread Spectrum
(CSS) and Ultra-wide band (UWB). Differences fro628.5.4 are presented here.
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CSS PHY

CSS uses spread spectrum technique that uses mhisps. A chirp is sinusoidal signal
whose frequency changes over time. It has goodtaemie for interference and Doppler
effect. Differential quadrature phase-shift key(DfQPSK) is used for modulation with 8-ary
bi-orthogonal coding for 1 Mbps and 64-ary bi-ogboal coding for optional 250 kbps data
rate. [14] Typically 22 MHz frequency channel idsnd for ranging 80 MHz.

Fourteen different channels are defined with faiffeent subchirp sequences form a set of
56 complex channels. Three channels are non-oyengp at 22 MHz. Maximum
transmission rate of the 802.15.4a-2007 CSS PHYefned 1000 kbps [14]. However
Nanotron’s NanoLOC chip supports data rates upNtb@s. [15]

Receiver sensitivity is -91 dB (250 kbps) and -8d(1 Mbps). That yields PER < 1% with
PSDU size of 20 octets. Minimum receiver jammingis&ance is presented in Table 9.
Transmitter shall be capable of transmitting aste® dBm and a receiver shall have a

receiver maximum input level greater than or eqoal0 dBm. [14]

Table 9Jamming resistance of 802.15.4a CSS

Nonoverlapping Nonoverlapping
adjacent channel regection alternate channel rejection
Datarate (25 MHz offset) (dB) (50 MHz offset) (dB)
1 Mb/s 34 48
250 kb/s (optional) 38 52

UWB PHY

The UWB technology has very good interference amthnjing tolerance by its wide

frequency band. Data is transmitted in very shorsts.

Twelve channels are 500 MHz each and four charmeds 1000 MHz each. Channels are
distributed below 1 GHz (250 — 750 MHz), low barg244 — 4742 MHz) and high band
(5944 — 10234 MHz). [14]

Data rates of up to 851 kbps are supported. How&ixB PHY offers optional data rates as
high as 27 Mbps. Higher data rates are providedlltov devices in close proximity to

shorten their transmission duty cycle. UWB PHY uaddWB direct sequence modulation
[14].
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Transmitter has no minimum transmit power in tl@ndard but should transmit lower power

when possible to reduce amount of interferenceheralevices. Maximum transmit power is

limited by local regulatory authorities. [14] In Eype commission of European Communities

has released a decision on maximum mean EIRP wenisitdifferent frequency ranges. The

result of this decision is shown in Table 10. [16]

Channel scan has UWB PHY specific additions foraclehannel access compared to

802.15.4. Energy detection has a series of measmtsieach a fraction of the total channel

bandwidth. [14]

Table 10Allowable power in different frequencies of UWB

Frequency range

Maximum mean eir.p. density

Maximum peak eirp. density

({GHz) {dBmMHz) {dBm /50 MHz)
Below 1,6 -90,0 - 50,0
1,6 o 3,4 - 85,0 =450
34 to0 3,8 -850 -450
3.8 to 4,2 -70,0 =300
42 o0 4.8 - 41,3 0,0
(until 31 December 2010) (until 31 December 2010)
-70,0 =300
(beyond 31 December 2010) (bevond 31 December 2010)
4.8 o 6,0 - 70,0 - 30,0
6,0 to 8.5 =413 0,0
85 to 10,6 - 65,0 -250
Above 10,6 - 85,0 =450

Reed-Solomon code and inner half-rate convoluticonde (Viterbi) is used for forward error

correction with UWB PHY. Depending on the use afen convolutional code the overall

FEC rate either 0.44 or 0.87. [14]
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At least two manufacturers can be found for CS$<hNanotron and STMicroelectronics.
Nominal voltage for the products is around 2.5 Yansmit and receive currents is around 30
mA. At least one UWB chip manufacturer can be fqubcawave. Manufacturer’s
datasheets show that UWB is very low powered, eajhetransmit, which can be as low as

2 mA. Receive current is around 20 mA at 3 V.

Summary of 802.15.4a

Two interesting low-rate WPAN PHY amendments, C88 @WB, offer better interference
tolerance and data rate. CSS has been succesgfdty in harsh industrial environments
operating at 2.4 GHz. UWB offers great coexisteaige optionally much higher data rates.
SWOT analysis of the 802.15.4a technology is deddselow in the Table 11.

Table 11SWOT analysis of 802.15.4a

Harmful

Strengths Weaknesses

* Low power, transmitter is * Not too many
simple and has very low power manufacturers, low transmit
(UWB), good interference power limits range (UWB)
tolerance, good coexistence
and low interference caused to
other media (UWB), higher
data rates than basic 802.15.4,
global ISM frequency (CSS),
global use (UWB)

Internal Origin

Opportunities Threats
e Nanotron’s CSS chips can be e Potentially crowded band
used with non-IEEE standard (CSS)
data rate up to 2 Mbps, UWB
can operate even with faster
data rates if manufacturer
supports it

External Origin
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3.4.5 High rate WPAN IEEE 802.15.3-2003

802.15.3 is designed to be a high data rate wsedgshitecture for fixed, portable and
moving devices in fairly short distances. A goatdsachieve a level of interoperability and
coexistence with other 802.15 standards. Considerdias also been done to improve
coexistence with 802.11b. In 802.15.3 networksRiop-nets, devices communicate in peer-
to-peer manner. Pico-net coordinator manages Qq@ireenents, power save modes and

access control to the Pico-net [17].

2.4 GHz band is used with five 15 MHz channels labé. Five modulation formats are
defined each with different data rates. They ares@mted in Table 12. Trellis code
modulation (TCM) is used for all but one mode. &adt DQPSK modulation shall be
supported by 802.15.3—compliant device. [17]

Table 12Modulation, coding and data rates of 802.15.3

Modulation type Coding Data rate
OPSK 8-state TCM 1l Mbys
DOQPSK none 22 Mb/s
16-0AM ¥-state TCM 33 Mbis
32-0AM R-state TCM 44 Mhb/s
f-0AM #-state TCM 55 Mb/s

The receiver sensitivity is the minimum power lewélthe incoming signal present at the
input of the receiver where error rate criteriommist. It is defined as frame error rate (FER)
of less than 8 %, after error correction, with anie payload length of 1024 octets and
pseudo-random data. The receiver sensitivitiesliféerent modulations can be seen in Table
13.[17]

The transmitted spectral density shall be no highan limited in the spectral density mask
in Figure 2. It shows relative transmitter limit®and central frequency. Maximum transmit
power is limited to 100 mW EIRP and 10 mW/MHz pgakver density in Europe.

Pico-net coordinator can change the channel dyraiyithat Pico-net is using without user

intervention or the disruption of the servicesha Pico-net. Evaluation of channel status can
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be done by gathering channel information from otlterices, performing a passive scan or

requesting other devices to perform a channel g&ah.

The receiver jamming resistance levels for différandulations are shown in Table 14. [17]

Table 13Receiver reference sensitivities of the 802.15.3

Modulation Reference sensitivity
QPSK-TCM —82 dBm
DOPSK =75 dBm
16-0AM-TCM —74 dBm
32-0QAM-TCM —71 dBm
4-0AM-TCM —68 dBm

_.* 1 1 1 1 - - F
22 -I15 ~7.5 0 +7.5 +15  +22  t-1.(MHz)
Figure 2Transmit power spectral density mask of 802.15.3
Table 14Receiver jamming resistance requirements of 802.15.
Modulation format Adjacent channel rejection Alternate channel rejection

QPSK-TCM 33 dB 48 dB
DQPSK 26dB 41 dB
16-0AM-TCM 25dB 40 dB
2-QAM-TCM 22 dB 37 dB

B4-QAM-TCM 19dB 34 dB
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Three acknowledgement types are defined. They @a&GK, immediate-ACK and delayed-
ACK. Immediate ACK is sent right after intended ipgent has received frame. Delayed
acknowledgement is for directed stream data framp&$.

Frame format for the 11 Mbps mode differs sligtitym other modes. Biggest difference is
that PHY and MAC header plus header check sequgtc&) are modulated twice, with 22

Mbps DQPSK and again with 11 Mbps QPSK-TCM. Idetignsure that header error rate
is lower than frame payload error rate. For theeothodes that is only modulated with 22
Mbps DQPSK. Preamble is always modulated with 28MDQPSK. [17]

Data transport with QoS is supported. Timing in.8823 is based on super-frame. It has a
beacon for timing allocations and management in&dion, contention access period for
commands and asynchronous data, and channel fiocatédn period for channel time
allocations including commands, isochronous streamasasynchronous data connections.
[17]

128-bit AES security is used. Data can be encrypted key shared by all Pico-net devices
or a key shared only between two devices. Also dmesa@and commands may be integrity-
protected. [17]

Chip manufacturers are hard to find. Technologyhiigpt be interesting enough as there are
other alternatives for high data rate short rangespue.g. very popular WLAN, and maybe
WiMedia based UWB for very short ranges if it getsre common.
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Summary of 802.15.3

Too little too late. A light infrastructure, shaenge high data rate solution is too much like
WLAN (802.11 ), which of cause has already takenrttarkets. Strengths and Weaknesses
etc. of the standard 802.15.3 are described iff #iée 15.

Table 15SWOT analysis of 802.15.3

Helpful

Strengths Weaknesses
S
=)
'8 e Well sufficient data rate e Standard since 2003 —
= where are the commercial
§ chip manufacturers?
S

Opportunities Threats
S e ?
R '
S e May be obsolete - the
3 standard will not be
§ adopted by markets
L)
o

3.4.6 High rate UWB, ECMA-368

This is standardized also by ETSI (ETSI TS 102 4&%) ISO/IEC (ISO/IEC 26907). It is
based on WiMedia UWB radio platform.

This standard utilizes unlicensed frequency band310 — 10600 MHz. The standard
defines14 channels 528 MHz each. Multiband OFDM {MBDM) with total of 110 sub-
carriers (100 for data and 10 guard carriers,niot.in use) are used per band to transmit the
information. Frequency-domain spreading, time-demapreading and forward error
correction coding (FEC) are used to vary data raéealable data rates theoretically up to
480 Mbps are supported with couple meter rangeta 2ée will be decreased as more range
is needed. The coded data is spread using timedrey code. The data can be interleaved
over three bands, two bands and over single barttinaividual OFDM sub-carriers can be
nulled. This provides good control over spectruovehg PHY to be used in range of

regulatory and radio coexistence scenarios. [19]
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Channel limitations vary regionally. In Europe chals 4 — 6 and 12 — 14 are unusable and
some channels have protection requirements. [18haByc channel selection is also
available to change channels in coordinated mapet®reen devices.

For a packet error rate of less than 8 % with PRDW024 octets, the minimum sensitivities

in all-white Gaussian noise (AWGN) for differenttaaates are listed in Table 16 [19].

Table 16Receiver sensitivities for ECMA-368

Data Rate (Mb/s) Minimum Receiver Sensitivity (dBm)
53,3 -80.8
80 -78,9
106,7 -77.8
160 -75,9
200 -74.5
320 -72.8
400 -71,5
480 =704

Receiver has good tolerance for interference aminjag. Transmitter power should use the

lowest possible transmit power with which it canimbain its links [19].

FEC used is a convolutional code with coding ratésl/3, 1/2, 5/8 and 3/4. Security

protection includes data encryption, message iityegnd replay attack protection. A 4-way

handshake mechanism is specified for two devicesdemtify each other. A secure

relationship is established based on pre-sharegHgit master key. A recipient device can
suggest optimal data rate to increase throughpyiednaps reduce frame error rate. The
ECMA-368 standard, however, does not describe loodetermine optimal data rate. [19]

Summary of ECMA-368

High data rate UWB is still waiting for its breaktlugh. Especially multimedia applications
were general insight in the design. WiMedia basetior platform has high data rate, although
theoretical data rate and true data rate can bee dar apart, good coexistence and
interference tolerance. High data rate gives pdamb for forward error correction.
WiMedia is ceasing its operation and implementingahnology transfer to Bluetooth SIG,
Wireless USB Promoter Group and USB Implementersifipand still some uncertainty is
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upon this technology. SWOT analysis of the ECMAhterdogy is depicted below in the
Table 17.

Table 17SWOT analysis of ECMA-386.

Helpful

Strengths Weaknesses
§, e Coexistence, interference e Limited range, data rate
'8 tolerance, minimal decreases fast as range
= interference caused to single increases, not designed for
§ band media, high data rate, time-critical applications
£ global use

Opportunities Threats
-g e Chips and consumer products e Technology not yet
'g are gradually getting to stabilized in the markets
3 markets, standard is used in
S Wireless USB which could be
b~ .
X next hit

3.5 Comparison of candidate standards against bagatgr

In table 1 were described the basic threats inlegeesystem. Now the strengths of SRC

standards are projected against these threats.

The transmission fades because the distance beseseler and receiver increases
IEEE standard 802.11p has especially good rang&Javil has lowest range because of its
low transmit power. Still, all candidates have might range for this application.

The signal fades because of obstacles

The desired range is quite short. Objects dirdmtlyveen communicating radio nodes could
be harmful to signal level and signal to noiseoa®hysically separate redundant radio
interface or antennas could be used. Line of sightd be kept more reliably and not be
dependent on position of the boom between cabirttentiarvester head.

Transmission signal fades because of environmenditons
Weather conditions are not substantial factor chsashort range considering fading. In
larger context of environmental conditions integfeze can be fought by using divergent
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frequencies (802.11p, 802.15.4a UWB, ECMA-368)yfrbquency hopping (Bluetooth).
802.15.4 and 802.15.4a CSS are somewhat vulndrabdise they are using popular licence
free 2.4 GHz band. CSS uses wide 80 MHz band whdhds data rate is selected and

should not be as sensitive to overlapping narromdbaterference.

Transmission signals are reflected from surfacesiiteng in echoes and interference, or
signal appears because of reflections from lontpdises

ECMA-368 and 802.15.4a UWB technologies offer goegistance to multipath fading. Low
transmit power decreases reflections from longadists. OFDM modulation in WLAN
(802.11a/g/n/p) is good dealing with multipath. AB02.15.4a CSS offers also resistance to
multipath fading and a robust performance.

Two or more signals interfere with each other andse proper signal for another receiver
Other nodes could use frequencies and modulati@isate too close to ours. UWB is
insensitive to narrow band interference and viasa@ terms of creating signals out of
noise. However it is possible that in some condgithey can interfere each other decreasing
signal to noise ratio. 802.11p is using higher diexgcy than OFDM modulated WLAN at 2.4
and 5.0 GHz but its range is also higher. Bluettath an adaptive frequency hopping which
helps to avoid crowded channels in the 2.4 GHz b&0a.15.4 and 802.15.4a CSS may be

vulnerable for this kind of interference if equieat nodes are operating close by.

Receiver is too sensitive

Short messages could be generated out of noisel®@2nd 802.15.4a CSS have best
sensitivities of the non-UWB technologies, -85 dBwth data rates of 250 kbps and 1 mbps
respectively. CSS has very good signal-to-noide thbugh. 802.15.4a UWB has good
receiver sensitivity and transmitters should alwags low power to decrease interference to
other devices. Bad frames are dropped by frameciress check but faulty frame

generation in receiver causes a short time whemadt able to receive correct frames.

Poor capability of a relaying station
Data is relayed from the control bus through wsslmterface. The requirement for data rate
of wireless interface is set to meet data rateoatfrol bus. 802.15.4 has quite low but the rest

of the standards have sufficient data rate.

The nodes understand the network state or conftgpralifferently at the same time
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This is a problem with several nodes when theyvareing and a node can remain hidden

from some of the other nodes. Not relevant in thistext.

Nearby wireless network is using similar communaraprotocol

This threat concerns substitution of nodes. Bot#ntional and unintentional substitution can
be fought by using security procedures the starsdaralvide. Substitution would be quite
improbable when sufficient and correctly appliedwséy procedures are used.

Security; intentional penetration to wireless netkvo
All standards come with at least 128-bit securgy khich is quite sufficient. Bluetooth has
been criticized on security issues mostly becafi#s wide use and typical use scenario; the

devices are not fully authenticated before the compation sequence.

Systematic failure, characteristics of wireless ommication is not considered
To minimize risks the most suitable communicatechnology is chosen.

Sleeping nodes in low power networks. Some nodebecardered to sleep to lower power
consumption i.e. longer battery life

Low delays are required. Sleeping is not usefthis context.

3.6 Possible solutions for communication between mahin

The wireless communication between machines amaff@structure does not have any strict
reliability requirements. It is not used in contegplications so there is no requirement for
low delay. Claimed data throughput rate is quitev.I@’he main requirements are long
operation range and Non-line-of sight operation Q#). Standards like WIiMAX (IEEE

802.16), MBWA (IEEE 802.20), foregoing IEEE 802.1apd some Non-standard radio

systems are in line with this application.

3.6.1 WIMAX IEEE 802.16-2009

IEEE 802.16 is a series of Wireless Broadbandsdatain First mobile Wimax (Worldwide
Interoperability for Microwave Access) was defineg the 802.16e-2005. Wimax provides

wireless transmission of data using a variety afigmission modes, from point-to-multipoint
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links to portable and fully mobile internet acce$se technology offers up to 70 Mbps
download/upload throughput, and it is primarily me#r Internet applications. The radio
access is based on Orthogonal Frequency DivisiolipfiAccess (OFDMA) and Multiple-
Input Multiple-Output (MIMO) technologies. Standa#62.16e supports channel bandwidths
between 1.25 MHz and 20 MHz. Wimax supports adaptimdulation. Highly efficient 64
QAM coding scheme is used in good signal conditems for poorer signal BPSK coding is
used. PHY specification of 802.16e supports MIM@eanas, which provides good NLOS
(Non-line-of sight) characteristics also supportesd Hybrid automatic repeat request
(HARQ). The MAC layer of mobile Wimax should havepgort for five different QoS
classes, briefly summarized in Table 18. Mobile \&fApplication Classes are represented
in Table 19. Minimal latency is less than 25 msmperature range of Wimax is -40 to
+65°C.

Table 18Mobile WiMAX QoS Classes [20]

QoS Class Supported Service Example Application
Unsolicited Grant Services Latency- and jitter-sensitive Voice over IP (VolP) without
(UGS) applications with fixed-size datasilence suppression

packets at Constant Bitrate (CBR)

Real-Time Variable Rate Real-time applications with Video and audio streaming
(RT-VR) variable-size data packet bursts

Non-Real-Time Polling Delay-tolerant applications with File transfers

Services variable-size data packets and

(nrtPS) guaranteed bitrate demands

Extended Real-Time Real-time applications with VolIP with silence suppression
Variable Rate Variable Bitrate (VBR) data

(ERT-VR) streams and guaranteed bitrate

and delay demands

Best Effort Data streams with no minimum Web browsing, instant messaging,
(BE) service-level demands and data transfer



Table 19Mobile Wimax Application Classes [20]

... Bandwidth Latency Jitter
‘ Class | Application ) Guideline
1 Multiplayer Low 50 Low < 25 N/A
Interactive kbps msec
Gaming
2 VoIP & Low 32 to Low < 160 Low <50
Video 64 msec msec
Conference kbps
3 Streaming Low to 5 kbps N/A Low <100
Media High to msec
2 Mbps
4 Web Moderate 10 N/A N/A
Browsing & kbps to
Instant 2 Mbps
Messaging
5 Media High >2 N/A N/A
Content Mbps
Downloads
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Figure 3 shows the packet error rate (PER) for mnmécrocell as a function of signal to

noise ratio (SNR). Figure represents simulatiomnltesof PER and the experimental data.

This data is generated at different link speedshavihg different SNR levels [21]

PER

- ——T-——r———
=@ QPSK 1/2 (0-6 dB)
=== QPSK /4 (6-9 dB)
16QAM 1/2 (9-11.5 dB)
= 160AM ¥4 (11.5-15 dB)
BAQAM 1/2 (15-19 dB)
=== G4QAM 2/3(19-21 dB)
—8— B40AM 34 21+ dB)
s Measured (Ad. medulation) |]
T T

o
w

Figure 3Experimental and simulation PER

The WIMAX Forum has defined certification profileahich are defined by having three

basic characteristics: spectrum band, channel vadthduplexing type.

Wimax certification profiles are out-written in Tial20



Table 20Wimax certification profiles [22][23]

Frequency band Channel Duplexing
Bandwidth{MHz})
35 TDD
35 EDD
3.3 GHz 7 TDD
7 FDM
5.8 GHz 10 TDD
Mohile WIibMAX
Frequency band Channel Duplexing
Bandwidth(MHz)

5 TDD
2324 GH: 373 TDD
10 TDD
2.305-2.320 GH=z, 35 TDD
2.345-2.360 GHz 3 TDD
10 TDD
2.496-1.69 GHz 3 TDD
10 TDD
3334 GHz 5 TDD
7 TDD
10 TDD
34-38GHz 3 TDD
3.4-36GHz 7 TDD
3.6-38 GHz 10 TDD

Frequency bands used in different regions can &e iseTable 21.
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Frequencies at the 5.8 GHz band are licence fraestlin all countries in Europe. Other

frequency bands are not licence free.

Table 21Wimax frequency bands on the region [22][23]

REGION

TYPICAL FREQUENCY BANDS
FOR WIMAX

EUROPE

3.5and 5.8 GHz

USA

taa| Ln

. 2.5and 5.8 GHz
. 2.5and 5.8 GHz

[¥%]

SOUTH-EAST ASIA

MIDDLE EAST AND AFRICA

CENTRAL AND SOUTH AMERICA 2.
3

3,25, 3.3, 3.5and 5.8 GHz
5 and 5.8 GHz

Mobile Wimax network consists of Base Stations (E®)J Mobile Subscriber Stations

(MSS). Mobile Stations are registered and conttolly the Base Station i.e. the system

doesn’t work without the BS. Mobile Wimax definegot operation modes: PMP (Point-to-

Multipoint) and Mesh mode. The MSS communicategdlly to the BS only in the PMP
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mode. In the Mesh mode, the data is sent from a M3®other MSS and at the end the data
may be transferred to another MSS by multiple hojps.example of a Wimax mesh network
is depicted in Figure 4 [23].
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Figure 4An example of a Wimax mesh network

SWOT analysis of the WiIMAX Standard is describethi@ Table 22



Table 22SWOT analysis of WiMAX

Internal Origin

External Origin

Strengths

Adaptive modulation, MIMO (Non-
line of sight), Free frequency band,
Low latency, High throughput data
rate, Well knows technique, In
general used, several devices
manufacturers

Harmful

Weaknesses

* No Ad-hoc operation, Expensive
(Base Station)

Opportunities

Devices availability, Non-standard
Ad-hoc?

Threats

e Operation range on mobile use
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3.6.2 |EEE 802.20-2008

IEEE 802.20 so called Mobile Broadband Wireless essc(MBWA) is approved in June
2008 by IEEE. Layers standardized by this standiiE 802.20 are PHY, MAC and
Logical Link Control (LLC) layer. Standard 802.2@evates in licensed frequency bands
below 3.5 GHz and has high speed data rate (20 MMBWA supports vehicular mobility
up to 250 km/h. The MBWA networks consist of basgiens and mobile end users. 802.20

will fill the gap between cellular networks and etHEEE 802 wireless networks currently in
use, such as WLANs and WiMAX. [24]

PHY layer of MBWA defines:

Two duplex modes: Time Division Duplex (TDD) anceguency Division Duplex
(FDD)

Two forward link hopping modes: Symbol Rate Hoppamgl Block-Hopping
Two synchronization modes: Semi Synchronous anch&synous
Two multi-carrier modes: Multi-Carrier On and MuBtarrier Off

Modulation uses OFDM with QPSK, 8PSK,16QAM and 64D/&odulation formats

802.20 supports channel bandwidths 1.25 MHz andHz NNon-line-sight (NLOS) outdoor
and indoor systems are provided. MBWA system ugéent types of data packets.

Minimal latency of data packet is 10 ms. [25]

The MAC layer consists of functions like sessioanwergence, security and lower MAC

functions. The lower MAC sublayer defines the prhoes used during receiving and

transmitting over the physical layer. It controlatal channel operations: Forward Traffic

Channel and Reserve Traffic Channel. Forward- awsdrve data link transmissions are

divided into units of super-frame, which are furtkévided into the PHY frame units (FDD
and TDD).

SWOT analysis of the MBWA Standard is describethenTable 23
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Table 23SWOT analysis of MBWA.

Helpful

Strengths Weaknesses
S
D N Optimized for fully mobility, High * No Ad-hoc operation, Devices
S throughput data rate, Low latency not availability for the moment
S
£
3
£

Opportunities Threats
f ° Global used in future
2 e Operation range on mobile use,
E No license free frequency band
S
N
=
W

3.6.3 Non-Standard radio system

There has been a lot of wireless non-standard radidem manufactures, e.g. XtremeRange
series of radio modules by Ubiquiti. These radistemn modules are used on the industrial,
scientific and medical (ISM) radio band. XtremeRang radios are operating on the
frequency band of 900 MHz. Operation range isydwhger than the range of WLAN. The
radio system includes the same MAC than WLAN (802,1802.11b and 802.11g) but PHY
is not WLAN compliant. This radio system is FCC giant, but it is not approved in
Europe. The big problem of the non-standard lomgeaequipment is that it has no global
frequency approval. The majority of the world wouldt be able to use the 900MHz band
because it has already been allocated. In Euragre th a similar free ISM 433 MHz band.

SWOT analysis of the Non-Standard Radio Systerdessribed in the Table 24



Internal Origin

External Origin

Table 24SWOT analysis of Non-Standard radio systems.

Strengths

Long operation range

Harmful

Weaknesses

* Non standard, No global
frequency band

Opportunities

Technically Simple

Threats

e Devices manufacturer-specific
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3.7 Possible solutiofior very short range communication

Inductively coupled power and datak can be used in very short range communicatior

powering. In cars and in other heavy vehicle’saih de used e.g. for power controlling ¢

transferring data and power over a sma-gap.

A block diagram of a digital communicati system is desdsed in Figure 5. Inductively
coupled power and data transfer system requiresthlee main functional blocks. The
blocks are: signal coder an modulator in the transmitter, the transmission clehiand the

demodulator anthe signal decoder in the transponder (rece [26]

Noise

Transmitter n{f Receiver
Information [To I_nf:;mala)on
. sink {user
source
m | Signal ] | Carrier s Channel rh Carrier Signal m i
processing " eireuit circuit "| processing i

Figure 5Signal and data flow in a digital communicationsteyn

Figure 6presents one way to do inductively coupled powerdata link.

Reader 20 PRI (1) Transgond er
> p N
J Data _y
- Clock > Rs| = e Keypad
‘lock VDD
\ Encrgy - g
/ ) MCU
I AN P, Cl [RIQq
Envelope Detector N~—- 7 _—
o T
Buffer & Amplifier
Dat:
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Figure ¢ Inductively coupled data and power li

3.7.1 Modulation

Electromagnetic wave has three main variables: Aog#, frequency and pha These
variables can be usddr three diferent types of modui@n: amplitude modulation (AM



40 (49)

frequency modulation (FM) and phase modulation (PM)other modulation procedures are
derived from these three basic types. Inductivebupted systems are using digital
modulation procedures like ASK (amplitude shift key FSK (frequency shift keying) and
PSK (phase shift keying) (Figure 7). [26]

In Figure 8 Modulation products using load modwlatiith a subcarrier are shown.

Amplitude modulation Frequency modulation Phase modulation

i

Figure 7Modulations.

Signai fr=13.560 MHz

0dB -1 —
\_\\Carrier signal of the reader,
measured at the antenna coil

Modulation products by load

modulation with a subcarrier
/ﬁ
13.348 MHz 13.772 MHz

fy=212

-80dB

ot

Figure 6.13: Modulation products using load modulatien with a subcarrier

Figure 8Modulation products using load modulation with acarrier.
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3.7.2 Coding

Bits (one and zero) can be represented in varimgsdodes. Inductively coupled systems
typically use some of the next methods: NRZ, Mastdre Unipolar RZ, DBP (differential
bi-phase), Miller Differential coding and PP codiffigure 9). [26]

NRZ coding:

1 0 1 1 0 [ 1 0
Manchester coding: { t l | | { l
(bi-phase)

1 [} 1 1 0 0 1 o
Unipolar RZ coding: H | _| —]

1 0 1 1 0 0 1 1]
DBP = Differential I I ! I
biphase coding:

1 o 1 1 o 0 1 [}
Miller coding: _+ r_* *

1 ] 1 1 0 [} 1 o
Modiified Miller _I_I U_ | | |
coding:

1t |o |1 |1 o |[o |1 |0
Differential coding:

1—1 |0 |1 [1 Jo |0 |1 |0

Figure 9Signal coding by frequently changing line codestuctively coupled systems.

3.7.3 Data Security

Modern authentication protocols can be used. A&nav the working range for inductively
coupled systems is quite short. Hence it is noy éasiccess to the system nor generate fault

functions. For example RFID payment systems hawe vigh data security level. [26]

3.7.4 Inductive power and data link risk analysis

Reliability of inductively coupled power link is tter than inductively coupled data link.

When power can be delivered, it still isn’t surattthe data link is also working.

Risks of the inductive coupled power and data liakesas follows:
» External materials
o Detunes link
o Coupling coefficient decreases
* Eddy currents (near conductive plates)
0 Magnetic field decreases
* Misalignment decreases efficiency

o Lateral misalignment
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0 Angular misalignment
» External magnetic fields
— Other RFID & NFC devices
— Frequency range 13.56 MHz is freely available 1SAfdh Nowadays rarely in
use, but maybe there will be more use in the futwheen RFID/NFC comes
more public
* Power supply
— No power supply
— Too low power supply
— Too high power supply
— Some disturbance
» Temperature, humidity, vibration, ageing etc.
o Oscillator creep
o Change in operating frequency

e Modulation problems

Risks in inductively coupled links are quite minim&he biggest problems are caused by
external materials which may come too near to itileih use. When building a system the

tuning of the link can be done by adjusting the Ina@ical conditions. If there are changes in
the mechanical conditions it is possible that peots will occur, because the link is not at the
resonant frequency anymore. If the near put extenaderial is conductive it may also cause
eddy currents to occur. Magnetic fields causedhege eddy currents are opposite to the
original magnetic field and are decreasing it.hiére is some external conductive material
between the antenna coils of the link the link witit obviously work at all (usually not

possible case).

If the coils are having some misalignment state éfigciency of the link decreases
dramatically and finally the link will not work al. The possibility that antennas can go to a
misalignment state is absolutely minimal if theteys is designed to work at the worst case

situation.

In theory it is possible that near the inductivebupled link some high magnetic fields can

occur. These fields may have some affect to theatiee link and cause some problems.
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One potential risk might be the frequency rangeb@3VIHz because it is in the freely
available ISM-band. Nowadays the frequency is moigich in use, but in the future there
might be some more use, when RFID/NFC comes mdrkcpu

Basic problems concerning to the electronics arape&ature, humidity, vibration etc.
Alternating temperature might draw e.g. oscillatwcuit out of the frequency designed and
the efficiency of the link will fall down. Humidityand vibration might break down circuit
boards solder joints etc. Vibration affects alsdhe crystals on board and may cause some

changes to their frequencies. [27][28]

3.7.5 Inductive coupled system advantages

* Frequency band is available worldwide as the I1Sddiency band.

e The air interface is standardized by ISO 156931814443 and HF ePC.

e Robust reader-to-tag communication

* Excellent immunity to environmental noise and eleat interference

* Well defined and localised label interrogation zone

* Minimal shielding effects from adjacent objects &mel human body

» Water’s damping effects relatively small, field pé&nates dense materials

e Freedom from environmental reflections that cagpaUHF and microwave
systems

* High clock frequency and synchronous subcarrier

* On-chip capacitors for tuning transponder coil bareasily realised

e Cheap IC’s, disposable tags

» Cost effective antenna coil manufacturing

* Low RF power transmission so EM regulation compm&nause no problems

* No user licenses for reader systems required (18Mip

* Possible to use the systems in industrial and zaftepus environments with potential
for explosive substances
[27][28]



3.7.6 Comparing key RFID parameters to other wirelessdsteds

Table 25 compares inductively coupled links to othigeless standards. [29]

Table 25Comparing key RFID parameters to other wirelessdsteds.
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Inductive Zigbee Bluetooth 802.11b 802.11a GSM/GPRS 1S2000
Multiple
A FHSS/TDMA CDMA/CA | FHSS/TDMA | FDM/CSMA/CA| FDM/CSMA/CA| FDMA/TDMA | CDMA
cces
868 MHz, 1885-
Frequency 125kHz-25 2402-2484 800-2000
915 MHz, 2402-2484 MHz 5,2-5,8 GHz 2200
Band GHz MHz MHz
2,4 GHz MHz
12207-
0,12 kB/s-25 20 kB/s —
Data Rate 122 kB/s 122-1343 kB/s 122-6592 kB/g 1-14 kB/s 244140
kB/s 250 kB/s
kB/s
QPSK
RF ASK, mFKS, BPSK, nPSK/QAM-n (bL)
FSK DQPSK GMSK
Modulation mPSK QPSK OFDM BPSK
(L)
Transmission 1 mw-
1 mw-4wW 1 mw 100 mwW 2W 2w 600 mW|
Power 100mwW
. 50 cm
Typical )
R (passive), 10 m 10m 1-30 m 120 m 60 m 30 km 20 kn
ange
9 (active)
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SWOT analysis of the Inductive Link Standard isaidé®d in the Table 26

Table 26SWOT analysis of inductive link.

Helpful Harmful
Strengths Weaknesses
* Free frequency band * Short working range
:§, * Power and data can be delivered * Low data rate
S
% e Cheap parts
£ . .
[X ° Excellent immunity to
S
environmental noise and electrical
interference
Opportunities Threats
§_‘ e Minimal shielding effects from e Changing environmental
‘T
E adjacent objects and the human conditions
S
S .
§ body ¢ Frequency range use in future?
> . .
ol * Security applications
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Conclusions

VSRC

Inductive coupled power and data link could be gamlection to very short-range
communication. It is cheap, frequency band is faed it has an excellent immunity to
environmental noise and electrical interferencee @ussible risk comes from changing
environmental conditions, like in a situation wheronductive material comes near to link.
It is also unknown how large the frequency rangeigsn the future. It is clear that number
of devices which use the same frequency rangegnollv in near future. To get clear vision
how inductively coupled power and data link works heavy vehicles prototype device
should be built.

SRC

Despite the MAC have had some improvements by 0#18p standard the contention-
based channel access may still be insufficien¢lims of real-time communications. Because
the standard has been just developed there arevamgtmany chipsets available at the
moment. But still this is one possible candidate lt;ng range communication between

machines which is its original intended use.

Most promising technologies for reliable wirelessittol bus in this report are defined by the
IEEE standard 802.15.4a. This amendment of IEEEhdata 802.15.4-2006 specifies
alternate physical layers (CSS, UWB) in additiorntite PHY's specified in the base standard.
These will give some benefits in form of higher thardth and better interference tolerance.
There are some examples of higher layer solutiarilsl lon the top of the 802.15.4 MAC
layer which are used reliably in the industrial ieomments. This standard has guaranteed
time-slots for transmissions. However typical apgiions are defined as non-critical

monitoring, controlling and so on.

The standard 802.15.3 is pretty much obsolete lsecad the lack of the commercial
manufacturers. ECMA-368 is designed for multimedis but its future is still somewhat
unclear. Design points have not been in the safdéigal transmissions. The high bandwidth

does not fully compensate the other deficiencies.
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MRC

The standard 802.11p is the best solution in fonetity. It is a technology, which supports
point to point (P2P) or vehicle to vehicle (V2Vxhitecture. Wimax (802.16) and MBWA
(802.20) don't work without a base station. MoredVlBWA are unavailable at this
moment. Operation range can be one weakness efghdard 802.11p. Only non-standard

radio technologies have sufficient range of fevoikiktres.
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